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Foreword

This handbook is intended to help practitioners that have a professional
requirement to fool others to be more effective in their jobs. Used in conjunction
with the Artifice course programme, the handbook seeks to empower its readers
to become better at ‘deceptive thinking’, enabling them to out-think, intellectually
out-gun, and out-manoeuvre their targets in highly adversarial settings. It
represents thinking accumulated over the course of nearly fifteen years of
research into the fundamental nature of deception, many years spent supporting
deception practitioners across a range of organisations, and a lifelong passion for
magic, confidence tricks, and other means for deceiving.

The handbook is deliberately light on theory, and heavy on practice. It is intended
to provide a practical means for designing deceptive action that works. For those
readers that do want more of the background, the handbook also supplies many
references to other work that explains more about how deception works, and the
methods used for fooling others in many other domains of application.

The principles and processes described in the handbook transcend domain,
application, and hierarchy. This means that the methods can be applied to the
design of any form of deceptive action, to fool any type of target (from individual
to organisation) within any domain of application. These methods can be used
by anybody that needs to design any form of deception - from undercover
police officers, military planners, intelligence staffs, advertisers and marketers,
fiction writers, theatre designers, magicians, etc., and also by counter-deception
practitioners, including police officers, intelligence staff, security personnel,
cyber defence staff, customs and anti-smuggling staff, store owners, anti-fraud
personnel, etc.

A key consideration in writing a book about deception is the potential use to which
these ideas may be put. The book therefore addresses as a primary concern

the ethics of deception, illustrating some of the many benevolent applications

of deception. It also discusses the means by which deception can be detected
and defeated (this topic will be addressed in more detail in a later handbook)
together with the means by which the principles in this handbook can be used in
a ‘poacher turned gamekeeper’ mode to support counter-deception. Finally, this
handbook provides tools that can help practitioners to develop their deceptive
thinking skills throughout their careers.

Simon Henderson
March 2019
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“To be human
IS to cheat
and be cheated.”

Bell and Whaley (1982)

Page vi



For educational use only

Laying the foundation

Introduction

Deception is all around us. It exists at all levels of life, from the microbial to the
global-geopolitical, and it confers an evolutionary advantage to both predator and
prey. In the short term, deception increases gain, or minimises loss. In the
longer-term it confers evolutionary advantage by increasing the chances of
survival, maturation and reproduction. Deception is hard-wired into each and
every one of us. It can be used benevolently to do wonderful good, as well as
malevolently to do incredible harm. Effective deceptive action often has a
simplicity, elegance and an almost aesthetic quality of beauty to it. Yet at the
same time, by its very nature, deception is not obvious, it is surprising, and the
means by which it works is often extremely counter-intuitive. These
characteristics can make deception difficult to study, understand and enact.

The intracellular parasitic protozoa Leishmania (sometimes referred to as a
‘flesh-eating disease’) uses multiple forms of deception to survive and reproduce.
Initially, dead parasites expose a molecule that supports the entry of live parasites
into cells, thereby evading the host’s immune responses and avoiding detection.
Once the parasite has entered a host cell, it releases a molecule that prevents the
cell from responding to an ‘aging trigger’ molecule, thereby increasing the cell’s
lifespan so that it can complete its lifecycle (Cecalio, Perez-Cabezas, Santarem,
Maciel, Rodrigues, & Cordeiro da Silva, 2014; Knodler, Celli, & Finlay, 2001).

A wide variety of different plant-based deception occurs, including the use of
scent mimicry to attract and predate on insects, such as the western skunk
cabbage that mimics the scent of a skunk to attract insects (Broderbauer, Diaz, &
Weber, 2012). Visual mimicry can be used to simulate a sexually attractive insect,
such as the bee orchid that attracts other insects to mate and facilitate pollination
(Jersakova, Johnson, & Kindlimann, 2006; Paulus, 2006; Scopece, Musacchio,
Widmer, & Cozzolino, 2007; Streinzer, Ellis, Paulus, & Spaethe, 2010; Streinzer,
Paulus, & Spaethe, 2009; Vereecken, 2009). And as a defensive measure, some
benign plants mimic other plants that are poisonous or sting, including the dead
nettle which resembles a real nettle to deter predators from attacking or eating it
(Lev-Yadun, 2016; Schaffner, 1910).

Deception is widespread in the animal kingdom, and can be seen across all phyla.
Deception may be visual, including various forms of camouflage or mimicry, such
as a bird that displays a simulated broken wing to lure a predator away from its
ground-nestling chicks (Hiller, 1989). Some animals, such as drongos use false
alarm calls to scare other species away from food that they then steal (Flower,
Gribble, & Ridley, 2014). And shortly before they become highly vulnerable as a
result of moulting, Mantis Shrimps will physically threaten other Mantis Shrimps to
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establish a reputation for aggression, which they then capitalise on by maintaining
bluff threat displays before their exoskeletons have hardened (Adams & Caldwell,
1990).

In humans, children learn to lie at an early age (Evans & Lee, 2013; Sinclair,
1996). However, the transition from being a poor liar to a better liar reflects
development of the capacity for imagining the world from another person’s (i.e.
the target’s) perspective, a process known as ‘theory of mind’. This phase of
development marks a key stage in a child’s acquisition of higher-level cognitive
reasoning skills (Ding, Wellman, Wang, Fu, & Lee, 2015; Spence, Hunter, Farrow,
Green, Leung, Hughes, & Ganesan, 2004). Studies have also shown a positive
link in young children’s ability to deceive, and their subsequent academic
development (Evans & Lee, 2011; Lee & Ross, 1997) and a related relationship
between deceptive ability and brain size has also been identified in primates
(Byrne & Corp, 2004).

There exists a significant industry built around the purported (if scientifically
questionable) ability to detect lying in humans, often linked to a range of claimed
enabling technologies, from the polygraph (which uses heart-rate analysis,
galvanic skin response, respiration patterns, and other analysis), micro-gesture
detection and analysis, speech pattern analysis, through to functional magnetic
resonance imaging (Ekman, 1985; National Research Council Committee to
Review the Scientific Evidence on the Polygraph, 2003).

Deception enables the practice of social engineering, in which a fragment of
information obtained about an organisation (for example, the name of an
employee) is used to manipulate employees within that company in an iterative
and escalatory cycle to gain increasing levels of information, privilege and access
(Long, 2008; Mitnick & Simon, 2002).

Deception similarly facilitates many different forms of scam and confidence trick,
in which a mark’s confidence and trust is first gained, and then exploited by a
swindler, usually resulting in a loss of money or goods (Lovell, 1996; Stajano &
Wilson, 2009).

Deception permeates advertising and marketing, giving rise to phenomena such
as brand mimicry, misleading packaging and labelling, advertising that targets
children in the form of free online games (known as ‘advergames’) and apparent
low-budget parody adverts produced as tributes by a product’s fans, that in fact
have been commissioned from large marketing firms - a genre of advertising
known as ‘sub-viral’ (Boush, Friestad, & Wright, 2009; Shrum, Liu, Nespoli, &
Lowrey, 2012).

Deception exists in sport, both as an inherent and legitimate tactic (e.g. a boxer
throwing a feint, or trick plays that utilises mimicry and misdirection such as the
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‘Statue of Liberty’ play in American Football) and also in the form of cheating,
such as covert doping or manipulation of equipment (Morris, 2013; Pfleegor &
Roesenberg, 2013).

Within the psychic industry, books teach manipulative linguistic strategies that
enable a purported psychic to pass on messages that are so personal and so
accurate that they can only (apparently) have been passed-on directly from a
dead relative (Hyman, 1977; Rowland, 2008).

The field of magic and conjuring exploits deception to fool audiences for
entertainment, and while there are limits to the generalisability of magic,
magicians are one of the few classes of deceiver that actively document their
methods, and magic books contain a wealth of information about how people are
fooled (Lamont & Wiseman, 2005; Macknik, Martinez-Conde, & Blakeslee, 2011).

Deception enables many different forms of cheating in the context of gambling,
from physical and psychological moves designed to misdirect a croupier from an
exchange of low-value chips for high-value chips during a game of roulette, to
reprogramming a casino’s gaming computer to erroneously print winning pay-out
slips (BBC, 2010; Marcus, 2005; Ortiz, 1984). Deception is also used within
gambling as an acknowledged and legitimate tactic, such as the use of bluffing in
poker (Palomaki, Yan, & Laakasuo, 2016).

There exists an extremely long and rich history of deception as a military strategy,
to enable surprise, simulate increased force size, and confuse the enemy as to
real capabilities or intentions (Tzu, 500 B.C.; Whaley, 2007).

Deception occurs in music, where a listener’s expectations about the progression
of a chord sequence may be deliberately set-up, and then unexpectedly violated
using an irregular resolution to create surprise and interest (a dominant to
superdominant chord progression known as a ‘deceptive cadence’) (Foote &
Spalding, 1905, pp. 68-69).

The world of art employs deception to surprise, delight, frustrate, confront and
confound observers and participants. Trompe-I'ceil (French for “deceive the eye”)
employs photo-realistic optical illusions to fool viewers into believing momentarily
that they are viewing real three-dimensional objects, such as a door or a window
painted onto a wall, or a figure in a painting that appears to extend beyond the
painting’s frame (Kubovy & Tyler). Performance artists may also stage events
such as pranks, protests or other forms of public or corporate intervention, without
the unwitting participants involved being aware as to the real identify of the artist,
or that they themselves are participating in a work of art (Reeves-Evison, 2016).
And deception is rife in art fraud, in which the works of great artists are
painstakingly and accurately falsified with the intent to fool expert authenticators,
auctioneers and bidders (Hebborn, 2004).
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The authors of works of fiction often deliberately manipulate and deceive their
readers. Storylines plant explicit or implicit clues designed to shape the reader’s
sensemaking and expectations as to whodunit, only to confound these with the
sudden twist at the story’s conclusion as to who really did it (Shipley, 1953).

Special effects designers employ deception to create false but convincing visual
representations of real world or imaginary activities that are too expensive, t0o
risky, or too technically prohibitive to do for real. And realistic special effects
capabilities are also enabling other deceptive activities, such as hiding a
perpetrator’s real identity during a bank robbery (Sanders, Ueda, Minemoto,
Noyes, Yoshikawa, & Jenkins, 2017).

And as cyberspace and cyber conflict continues to develop apace, new
capabilities and new forms of deception are emerging that rely on the ability to
create, manipulate and exploit behavioural residue, exploit anonymity, automation
and permutation, and achieve global reach and massive asymmetry. Such
capabilities have given rise to exotic terminology including ‘astroturfing’ (the
creation of artificial grass roots support), ‘sock-puppeting’ (the creation of one or
more online personas to engineer false dialogue) and ‘googlewashing’ (changing
the apparent meaning or significance of a search term by pushing specific results
up the rank ordering and causing the original results to appear lower-down in the
ranking). See Lee (2010); Livingston (2005); Orlowski (2003); Solorio, Hasan,
and Mizan (2013); Stajano and Wilson (2009); Zibreg (2013).

From this long list of domains one can begin to appreciate the vast range of
applications in which deception is practiced to fool a target and create some kind
of advantage for the deceiver. And it is worth bearing in mind that the domains
discussed here barely begin to scratch the surface of the totality of settings in
which deception is utilised. But what links these examples together? What are
the common threads? How can one begin to relate the deceptive mechanisms
used by Leishmania to the deceptive strategies used in sockpuppeting? How can
deception as practiced on the sports field help us make better sense of deception
when it is used to cheat at the roulette table? And how can the study of deception
within these domains assist a practitioner that needs to deceive others in an
entirely unrelated domain?

An important foundation for answering these questions is to first define our terms!

Page 4
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Defining key terms

The Oxford Dictionary of English (Oxford English Dictionary, 2016) defines
deception as:

“[To] deliberately cause (someone) to believe something that is not true,
especially for personal gain.”

This definition, which is typical of those derived from dictionaries, falls short in
several respects. First, it implies that truth or falsehood is a binary either-or state,
and does not, for example, address varying degrees of truth, or the case in which
parts of a situation are true, while other parts are false. Second, the definition
does not cater for situations in which one wishes a target to not believe a situation
that is true; the definition therefore fails to cater for situations in which reality is
being hidden or actors are operating covertly. Third, it is entirely feasible to
deceive a target without telling any lies whatsoever, indeed the truth itself can be
structured and presented to deceive (a process sometimes referred to as
‘paltering’).

Other definitions fair somewhat better. For example, current UK deception
doctrine, JDP 3-80.1 (DCDC, 2007) defines deception as:

“Deliberate measures that manipulate the perceptions and condition the
behaviour of the adversary, in order to achieve and exploit an advantage.”

While this definition introduces psychological processes and their manipulation
(perception, behaviour, manipulation and conditioning) close inspection reveals
that it is not specific to deception; indeed, it could just as well be a definition for
‘influence’.

Another common component of definitions of deception is that the action of the
target is often specified as being prejudicial to their interests. For example, the
US Department of Defense Dictionary of Military and Associated Terms (Staff,
2007) defines deception as:

“Those measures designed to mislead the enemy by manipulation,
distortion, or falsification of evidence to induce the enemy to react in a
manner prejudicial to the enemy’s interests.”

While this definition is recognisably military and adversarial in nature, it does not
constitute an adequate basis for a definition of deception in general, as there are
many instances in which deception is used for benevolent purposes that are not
prejudicial to the target’s interests. For example, a medicine may be flavoured to
fool a patient’s sense of taste into finding it palatable, in order that he can ingest it
to receive its benefits.
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A new definition is hereby proposed, a definition that seeks to address these
concerns, and sets the notion of deception against a more contemporary
psychological foundation (Henderson, 2011):

Deception:
“Deliberate measures to induce erroneous sensemaking and subsequent
behaviour within a target audience, to achieve and exploit an advantage.”

A key component of this definition relates to the notion of ‘erroneous
sensemaking’; that is, some aspect of the target’s understanding of the world is
deliberately led to be wrong, or in error. It is this focus on error that differentiates
deception from other related concepts, such as influence, persuasion or coercion,
etc., and indeed influence more broadly. The notion of sensemaking will be
addressed later in the paper, as a fundamental building block of deception.
Figure 1 unpacks this definition and explains its different components.

s ~ . - Deception is brought about

Deception occurs Deception is intentional - you via a process of induction - it

via erroneous can'’t deceive by accident. doesn't happen by itself.
sensemaking - the [

targets understanding | Paljberate measures to induce

. D tion i
S ieatorr [—€rroneous sensemaking and | mendedto

decsption omroaes | SUbsSequent behaviour.within @ | et exioiing -

o e 2oon. | ,1arget audience, to achieve and | ousieor

etc P ' = deception for

o J/ exploit an advantage. entertainment
purposes, there

is little point in

fooling a target’s

Deception is

Deception is directed intended to result ﬁ?ﬂif,rgﬁk,:g?
towards a specific, in an exploitable subsequently
identified and bounded advantage for the exhibit desired

target audience (which deceiver.

may itself be segmented). behaviour that is

beneficial to the
deceiver.

Figure 1 - Unpacking the definition of ‘Deception’

This definition differentiates deception from influence via the inclusion of
erroneous sensemaking. Turning to a definition of influence:

Influence:
“Deliberate measures to induce desired sensemaking and subsequent
behaviour within a target audience, to achieve and exploit an advantage.”

Note difference between ‘desired sensemaking’ here, versus ‘erroneous
sensemaking’ in the definition of deception. The definition of influence is similarly
unpacked in Figure 2.
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Influe_nce is intentiona_l - you Influence is brought about via a
can't influence by accident process of induction - it doesn't
(see footnote). happen by itself.
4 A | l
. * .
nfluence ocours Deliberate* measures to induce
target to make i i
target o make desired sensemaking and
in a specific, i ithi Influence is
desired way. SUbseque!‘t w WIthIn a intended to result
target audience, to achieve and e o
- exploit an advantage. behaviour.
Influence is
directed towards a |
spzctl)flc, |gegt|fled Influence is intended to
and bounde result in an exploitable
target audience advantage for the
(which may itself influencer.
be segmented). )

* This definition refers to influence that is conceptualised and executed as a deliberative strategy for bringing about desired
behaviour change in a target audience. Note also that influence may arise unintentionally, and result in outcomes that are
disadvantageous. Such issues should be addressed as part of the risk management process.

Figure 2 - Unpacking the definition of ‘Influence’

Deception is therefore a class of influence, as depicted in Figure 3.

Influence
techniques

Deception
techniques

Figure 3 - Deception is a class of influence

Both involve influencing a target to engage in desired behaviour, however,
deception is characterised specifically by its generation of desired behaviour
through the induction of erroneous sensemaking. Influencing a target does not
require that its understanding of the world is wrong. For example, a target may be
incentivised to change its behaviour by receiving a payment. In this case, the
target has been influenced to change its behaviour through correctly making
sense of the reward offered, and no deception is involved.
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The Influence-Deception Principle
All deception involves influence, but not all influence involves deception.

The notion of a ‘target audience’ has also been introduced in both of these
definitions. The term ‘target’ and ‘target audience’ are used synonymously
throughout this handbook, although ‘target’ is generally preferred for brevity.

A targetis:
The actor(s), or system(s) that constitute the aim of an influence or
deception activity, within which behaviour change is sought.

An influence or deception target may comprise an individual, a group, an
organisation, a segment of a larger populous, and potentially even higher levels
of human collective, such as a state. A target may also comprise any system
that exhibits some form of behaviour, and within which behaviour change may be
sought, such as a computer system, algorithm, etc. An approach to conducting
Target Audience Analysis (TAA) is presented in ‘Target Audience Analysis for
deception’ on page 61.

The goal of deception - Planned Behaviour Change

“Indiana Jones plays no role in the outcome of the story. If he weren't
in the film, it would turn-out exactly the same.”
Amy, The Big Bang Theory, Season 7, Episode 4, ‘The Raiders of Minimization’

Deception seeks to change future outcomes to the benefit of the deceiver.
Specifically, deception is directed towards changing a target’s behaviour to the
deceiver’s advantage.

Behaviour comprises:
Any activity that can be seen by an external observer.

Desired behaviour change may involve wanting the target to:

1. Stop their current behaviour.

2. Start a new behaviour.

3. Switch from their current behaviour to a different new behaviour.

4. Continue a current behaviour they would otherwise stop or change (i.e. to
conduct ‘business as usual’).

Not start a new behaviour that they otherwise would.

Speed-up a current behaviour.

7. Slow-down a current behaviour.

o o
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The focus and necessity for deception to bring-about behaviour change within a
target is captured in the ‘Indiana Jones Principle’, relation to the quotation above:

The Indiana Jones Principle

Deception should change the future. If there is no behavioural change in
the target resulting from their erroneous sensemaking, the same outcome
could and would have been achieved by the deceiver doing nothing.

The necessity to focus on changing the target’s behaviour to the deceiver’s
advantage is also reflected in the ‘Camilla Principle’, named after a hard-won
lesson learned by Dudley Clarke in 1940, from his planning and subsequent
execution of Operation Camilla:

“In the first deception plan | ever tackled | learned a lesson of
inestimable value. The scene was Abyssinia... General Wavell
wanted the Italians to think he was about to attack them from the
south in order to draw-off forces from those opposing him on the
northern flank. The deception went well enough - but the results were
just the opposite of what Wavell wanted. The Italians drew back in
the South, and sent what they could spare from there to reinforce the
North, which was of course the true British objective. After that it
became a creed in ‘A’ Force to ask a General ‘What do you want the
enemy to do?’ And never ‘What do you want him to think?’ It was
surprising how difficult they often found it to produce an answer.”
Clarke, D. (1972). Some Personal Reflections on the Practice of Deception in the
Mediterranean Theatre from 1941 to 1945. In: Master of Deception, David Mure
(Editor). London: William Kimber. p. 273-275.

The Camilla Principle
Always focus on what you want the target to do, not just want you want the
target to think.

In many domains the deceiver’s behaviour change goal for the target may be
quite straightforward. For example, in military deception, the goal may be to get
the enemy to move their forces to one location while you attack in another. In a
cyber phishing attack, the goal could be to get the target to click on a link that will
result in malware (software that compromises the integrity of a computer system)
being installed on their device. And in sport, the goal might be to fool the
opposing team into deploying their defenders to defend against the empty-handed
person that is pretending to carry the ball, while the real ball carrier crosses the
goal line unopposed.

In other domains, the deceiver’s behaviour change goal for the target may be
more subtle. On first consideration it may not be obvious as to a magician’s
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desired behaviour change in an audience member that is watching them perform
a magic effect? Similarly, what behaviour change is desired when a person
heading out for a date uses concealer makeup to cover up their acne? One might
also ask what behavioural change is desired by a painter that seeks to fool his
audience through his use of trompe I'oeil (an illusory artistic technique designed
to fool the observer into perceiving painted features as existing in three
dimensions - such as the 1446 work ‘Portrait of a Carthusian’ by early
Netherlandish painter Petrus Christus, that includes a lifelike representation of a
fly, replete with shadow, that appears to be sitting on the inner edge of the
painting’s frame)? In each of these cases it is worth thinking about what the
target’s immediate and longer-term behaviour would have been had the deception
failed. The spectator at the magic show may not have applauded, would probably
not have told others about the amazing show he was at (indeed, he probably
would have told others how bad the show was if it didn’t fool him), and he would
probably not go to see the magician again next time they were in town. The other
person on the date (especially if they are overly concerned with their prospective
partner’s appearance) may have been less attracted to their date, could
inadvertently have stared at their acne and made them self-conscious and lose
confidence, they may have flirted less with them, and (when combined with their
date’s loss of confidence) developed less rapport, and as a result they may have
decided not to see each other again. And for the spectator who viewed Christus’s
painting, had they failed to spot (and then realised the falsehood of) the fly sitting
on the frame, they may not have experienced that inner moment of delight, they
may not have excitedly told others about this moment of personal discovery, and
they may not have been inclined to keep an eye-out for other works or exhibitions
by the same artist. They may also have decided not to purchase this particular
work of art. In all of these cases, successful deception has changed the future
behaviour of the target.

In some circumstances the deceiver may wish the target to engage in behaviours
that are not based on erroneous sensemaking, but that nevertheless lead to
erroneous sensemaking and subsequent behaviour change that benefits the
deceiver. For example, while at the roulette table a deceiver may wish to exploit
her partner’s pre-planned and exceptionally well-timed sneeze to misdirect the
croupier’s and other player’s attention, and in that moment place their chips on
the winning number after the ball has landed (an illegal move known as ‘past-
posting’). The sneeze changes the behaviour of the croupier by momentarily
attracting their attention towards the sneezer; the croupier’s behaviour has
therefore changed, but this change is not the result of erroneous sensemaking.
At this stage, the croupier has also not yet been fooled. It is only as a result of
the croupier not noticing the deceiver’s illegal placement of the chips that occurs
a fraction of a second after the sneeze, and therefore believing that the chips
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have been placed legitimately, that they erroneously pay-out the winnings to the
deceiver. The croupier’s erroneous sensemaking therefore results in a change to
their behaviour, and this behaviour benefits the deceiver. Such issues regarding
causality are address in the section ‘Measures of Effect’ on page 91.

Secrets, revelations and surprises

“One should not suspect, let alone detect [the use of deception].”
S.W. Erdnase, The Expert at the Card Table (Erdnase, 1902)

This principle applies to a wide variety of deception in which even the target’s
suspicion regards the mere possibility of deception could prove disastrous to the
deceiver, such as in under-cover police operations, intelligence work, cheating in
a casino, etc. However, in other domains, this idea does not necessarily apply. In
the example cited earlier of Christus’s fly, the deceiver obtained benefit as a result
of the discovery of the deception by the spectator. If the spectator had seen the
fly but not realised that it was false, the deceiver would most likely not have
gained the advantage resulting from the deception being discovered.

In some cases, the use of deception will always necessarily involve a reveal.
When a magician performs a magic effect, there is always some kind of reveal of
an impossible outcome, that lets the spectator know that they have been
deceived. In many types of military deception (for example, fooling the enemy as
to the timing or location of an attack) once the real activity occurs, the deception
is revealed and the target becomes aware that they have been fooled. In both of
these instances, the revelation of the deception creates surprise. When the target
is not aware that deception is present or has occurred, they are not surprised.

In some circumstances, the deceiver can only gain advantage if they remain
covert and the deception is never discovered; in other circumstances, the
deceiver can only gain benefit if the target realises they have been fooled. And in
some forms of deception, there is no option but to reveal the deception to the
target via the process of gaining advantage.

Once deception has been discovered, can it be
repeated?

Revelation of the use of deception to the target may result in the following
problems for the deceiver: a loss of initiative, revelation of a covert capability,
creating an expectation of future use of deception in the target, inducing paranoia
and suspicion. However, just because the target knows that you have used
deception to fool them previously, does not mean that you cannot use deception
against the same target again.
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Good deception will include a range of methods for divorcing method from effect.
This means that the target will know that they have been fooled, but will not know
how they were fooled. Moreover, the deceiver can also plant false clues that will
lead the target to conclude that a different method has been used to achieve the
effect. Even if the target knows exactly how they were fooled, this creates a set of
expectations that can be exploited, for example by changing-up the method
through which the same effect is achieved next time. In addition, real activity can
be portrayed as deceptive activity, exploiting and apparently confirming the
target’s suspicions (an activity known as ‘reverse deception’).

The Reuse Principle

Revelation of the use of deception to the target does not preclude its future
use. However, good deception will always build-in the capability to deceive
the same target again in the future.

The principles of deception

In studying deception across a wide variety of different domains, such as those
cited at the start of this section, it becomes apparent that there are several
common, recurrent and emergent properties of deception that transcend domain
and application:

« All humans, irrespective of age, gender or culture, rely on the same core
psychological processes to make sense of the world and generate action.
These processes include: attention, perception, sensemaking, expectation,
emotion and behaviour. All are prone to error, and to deliberate manipulation.

«  Common strategies for manipulating these processes can be observed
occurring across different domains of practice.

+  Both the psychological processes identified, and the strategies employed to
manipulate them, are scalable, and their application can be observed at all
levels from individual, to group, to organisation (and, potentially at higher
levels still).

From this foundation, seven generic, transportable (across domains), and
scalable principles have been identified that provide a foundation both for
understanding how deception works, and for designing effective deceptive action:

1. Deception is achieved through the presentation, placement and concealment
of temporally anchored perceptual cue sequences that, via pattern
recognition, influence the process of sensemaking.

2. Cues enabling deception can occur across sensory forms and may be
physical or derived from communications channels.
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3. Arange of cognitive, emotive, social, and environmental events and
properties can be manipulated to shape, constrain, truncate or disrupt a
target’s pattern matching process to enable deception.

4. Expectations are central to belief. Careful building, reinforcement, satisfaction
and violation of the target’s expectancies can be used to influence erroneous
belief formulation and development.

5. Deception is more successful if it includes some form of emotional stress or
arousal, which can induce time pressure and interfere with reasoning.

6. Principles 1-5 apply not just to individuals, but also to groups.

7. Deception is ethically value-neutral, and the same processes that enable
deception can be used for malevolent or benevolent purposes. It is therefore
the intent behind the deception, the purpose to which deception is put, the
process that is enacted, and the outcome arising from the use of deception
that must be subject to careful ethical scrutiny and evaluation.

These principles provide the foundation for a systematic approach to designing
deceptive action designed to fool others.

The four curses of the influence and deception planner

All influence and deception practitioners are subject to a range of ‘deception
curses’ that have been identified over the past 10 years of conducting deception
research and working with deception practitioners. Such curses are virtually
inescapable, and are likely to interfere with the conceptualisation and planning of
deception action when they inevitably arise. The four curses are:

1. The Curse of Naivety. “It’ll never work” - the inability of somebody who is not
familiar and experienced with the psychological basis of deception to
understand how deception works, and what it can achieve.

2. The Curse of Secret Knowledge. “They’ll never fall for it’- once you know
how a deceptive technique works you can no longer experience the ‘wonder’
of seeing it from a naive position - you thus become dismissive of its power
(even if you yourself have been fooled by the technique).

3. The Curse of Knowledge. “You get why this works, right?” - an inability to
communicate successfully a deceptive idea to someone because you cannot
re-experience their position of ignorance and take this context into account
within your explanation.

4. The Curse of Guilty Knowledge. “I'm holding a perfectly innocent box” - the
interference of real time doubt in the successful enactment of the deception;
often accompanied by over-compensation and the telegraphing of such doubt
to the target.

Whilst one or more of these curses will always be present in any deception
planning activity, the curses can be mitigated against using a structure approach
to deception planning. This approach is known as ‘The Artifice System’.
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An overview of the Artifice System
A general sequence for designing deceptive action is:

1. Analyse and operationalise your mission goal, and determine the desired target
behaviour change (Behaviour Change).

2. ldentify how you will assess whether the deception has worked (Measurement
of Effect).

3. Conduct target audience analysis to identify vulnerabilities that can be exploited
to bring about behaviour change (Target Audience Analysis).

4. Establish whether deception is a necessary, legal, proportionate, and ethical
means for achieving your goals (Deception Check).

5. Plan your deceptive action (Deception Seven Questions, Deception Gambits,
Influence Strategies).

6. Map your deceptive plan (Deception Analytics) and establish how you will
explain and communicate your deceptive intent to others.

7. Execute the plan (Real Time)

Before working through each of these processes in more detalil, it is first necessary
to discuss the most fundamental Artifice System component, on which all other
components depend — The Six Block Model, addressed in the next chapter.

Page 14
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Summary

Deception is all around us. It exists at all levels of life, from the microbial to the
geopolitical, and it confers an evolutionary advantage to both predator and prey. It
is defined as: “Deliberate measures to induce erroneous sensemaking and
subsequent behaviour within a target audience, to achieve and exploit an
advantage.” Deception is a class of influence, and therefore, all deception involves
influencing, but not all influence involves deceiving.

Deception seeks to change future outcomes to the benefit of the deceiver.
Specifically, deception is directed towards changing a target’s behaviour to the
deceiver’s advantage. If the target’s behaviour does not change as a result of their
erroneous sensemaking, the same outcome could and would have been achieved
by the deceiver doing nothing.
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6BM - A Six Block Model of
deception

Introduction

In 2012 a new species of spider of the genus Cyclosa was discovered that uses
debris from captured prey to construct a larger simulacrum of itself on its web; and
in common with the species Cyclosa tremula, the spider vibrates its body to shake
the web, thereby causing the simulacrum to move (in some senses, this may be
viewed as a form of puppetry) (Drake, 2012; Torres, 2012). In March 1862
Confederate General Joseph E. Johnston placed logs that had been painted black
to resemble canon in his field works around Centreville, Virginia, to give the
appearance that the works were still occupied while his men were actually
withdrawing to the Rappahannock River in the face of a forthcoming enemy attack
(Mills & Mills, 2008, p. 108). Drug dealers regularly cut their products with cheaper
materials to bulk-up the expensive chemicals involved, seeking to use cutting
agents that mimic the look, texture and taste of the drug they are selling (Cole,
Jones, McVeigh, Kicman, Syed, & Bellis, 2010; The Telegraph, 2016). And in 2009,
the hacking group 4Chan developed automated voting software to bypass voter
authentication processes, and automate the voting process so that their founder
became Time Person of the Year. In addition, they also gamed the order of the first
21 individuals listed in the poll, so that the first letter of their first names spelt out the
message “marblecake, also the game” — a reference to one of their online
discussion fora (Lamere, 2009).

At first glance it is not clear what the link is between a spider that puppeteers a
facsimile of its own likeness, a US Confederate General employing trees to defend
his position, a drug dealer cutting cocaine with benzocaine, and a hacking group
using automation to vote online for its leader to be Time Person of the Year. On
closer inspection, a set of common recurring features emerge from across these
examples. In all cases, the deceiver attempts to inflate their size or presence using
materials that are cheaper than, but simulate credibly the real thing. The first two
cases are defensive applications of this approach, the latter two are offensive. In
spite of these connections not being obvious, once a common and domain-
independent language and descriptive framework exists for explaining deception,
the recurrent generic structures and strategies become clearer. For our purposes,
this lingua franca is the Six Block Model.

The Six Block Model provides a lingua franca for deception. It enables
deception across all domains, target types and levels, to be discussed,
analysed, planned and countered using a single framework and associated
lexicon.
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A generic, transportable and scalable model of
deception

As has been described by many psychologists and philosophers (James, 1890), the
fundamental processes of attention, perception, reasoning, and emotion are all
highly interactive. But from this set of interactions one can form both descriptive
models of the sequences of cognitive events in some past episode of deception,
and prescriptive models of a process sequence to be followed to facilitate future
deceptive activity. A generic sequence model is presented in Figure 4. The
framework comprises a simplified representation of six core psychological
processes that all humans, irrespective of culture, use to make sense of the world
and generate action. In this sense, the framework is not specific to the study of
deception; however, it provides a useful and actionable structure for both explaining
and designing deceptive action.

The 6BM is not specific to the study of deception and can be used to
support analysis and consideration of any human activity, and to support
any form of behaviour change activity.

(e N

Expectations

Emotion

\

Attention % Perception % Sensemaking % Behaviour

Real
World

Figure 4 - Six-Block Model Deception Framework

The framework has the following features:

e In reality, all processes operate simultaneously in one complex and aggregate
activity for making sense of the world and generating action (colloquially,
‘thinking’). Everything is connected to everything else, and there is no real
notion of ‘flow’ as portrayed. However, separation of the processes into distinct
elements, as depicted, helps inform retrospective causal-chain analysis and

Page 18
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description of deceptive events; and also provides the basis for a loose
prescriptive sequence of steps for designing prospective deceptive activity. In
this sense, the 6BM constitutes a ‘convenient fiction’ — while it is not true, it has
significant generative utility and provides a firm foundation for the
conceptualisation of deception.

“In one word, to draw the rule from experience, one must generalize;
this is a necessity that imposes itself on the most circumspect
observer.”

Henri Poincaré, The Value of Science: Essential Writings of Henri Poincare

e For the purposes of retrospective and prospective analysis, the processes are
portrayed here as interdependent. Attention steers perception, perception feeds
sensemaking, sensemaking generates expectations and emotions (that in turn
shape other processes) and sensemaking also drives behaviour.

e Each process can be targeted and influenced independently to achieve
different kinds of effect on the target’s thinking and behaviour. However,
influencing interdependent processes is contingent on influencing proceeding
processes (i.e. later processes can only be influenced by controlling the earlier
processes that impact on them — for example, a target’s sensemaking can only
be influenced by first controlling the target’s attention, and then shaping its
perception).

These building blocks are scalable - that is, each individual psychological process
has an analogue that exists at group and organisational levels. The strategies used
for manipulating the psychological building blocks are the same, irrespective of the
level at which they are applied. Figure 5, below, shows how each building block
scales to an organisational level.

Attention Perception Sensemaking Expectations Emotions Behaviour
Sight, Sound,
Taste, Touch, Recognition of Mental Action &
Individual Smell stimuli Sensemaking simulation Emotion Communication
Collective Intelligence, Multi-source Intelligence Forecasts, Individual + Kinetic &
surveillance, sensor analysis + Predictions & collective Information
target reporting Planning Plans emotional Activities
acquisition and process reaction
reconnaissance
sensor systems

Figure 5 - How the psychological building blocks scale

© Artifice Ltd, 2019. Not to be reproduced without permission




For educational use only

Applications of the Six Block Model
The 6BM can:

e Be used to help structure thinking systematically about different kinds of
influence and deception, and the effects they achieve (deception analytics).

e Provide a structure for analysing a target and discovering opportunities for
influencing and deceiving them (target audience analysis).

e Support the representation and analysis of retrospective or prospective cases
of deceptive action (deception analytics).

e Provide a structure for working through a series of considerations that underpin
the design (and planning) of influence or deception activity.

e Provide an index to help sort different strategies that can be incorporated into a
plan for fooling a target (gambits).

e Support the measurement of the effectiveness of your influence or deception
course of action (measurement of effect).

e Support a counter-deception critiquing process that aids the detection
of deception used by an adversary against us (counter-deception).

Each of the building blocks will now be considered in turn.

Page 20
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6BM: Attention

Attention =)

7

Figure 6 - Attention in the 6BM

Where should | point my sensors?

To deceive a target, it is first necessary to control their attention. If they are not
attending to the signals you are sending or planting, or if they are attending to
signals you do not want them to attend to, the target is unlikely to be fooled.
Attention is the process of determining what features in the world we point our
sensor systems towards (or ‘where we shine the spotlight’). An individual’s sensor
systems include their eyes, ears, nose, tongue and skin, etc. An organisation’s
sensors comprise the assets it uses to collect information about the world (for a
military organisation, its Intelligence, Surveillance, Target Acquisition and
Reconnaissance, or ISTAR resources). Allocation of attention is determined via
two separate processes:

« Attracted attention (also known as ‘bottom-up’ attention). Our sensors are
drawn towards any stimulus in the real world that exhibits conspicuity, that is,
the property of being noticeable. Conspicuity is determined by a variety of
factors including: intensity, size, movement, contrast, position, novelty,
repetition, and absence. To attract a target’s sensors, these characteristics
can be amplified; to reduce or avoid a target’s attention, these characteristics
can be attenuated. Note also that these characteristics can also be applied to
the properties of information. For example, if a deceiver wishes the target to
attend to particular parts of the contents of an email (i.e. not components
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such as any inherent images, fonts, colours, etc.) then conspicuity factors
such as contrast could include a sentence that is very different from the
sentences around it and therefore stands-out, a sentence that includes
swearing or other impassioned emotional content, and therefore reflects
intensity, etc.

+ Directed attention (also known as ‘top-down’ attention). Put simply, we orient
our sensors where we expect something interesting will occur. Our
expectations about the future are formed based on mental simulation. At an
organisational level, expectations are also formed based on more formal
processes, such as forecasting, predicting and planning, and the results of
these activities inform where the organisation directs its collection capabilities.
Attention is also directed on the basis of saliency, in simple terms, we notice
things that are at the forefront of our mind. For example, if we are thinking
about buying a new car, we will tend to notice and attend to all the models of
the same car that we pass while driving.

Strategies for shaping a target’s attention include:

+  Attract — via the amplification of conspicuity to arrest a target’s sensors. For
example, an angler fish uses movement of a simulated worm on its head to
attract the attention of its prey; flowers use scent to attract the attention of
bees.

+ Avoid - via the attenuation of conspicuous characteristics (and via strategies
such as masking or repackaging - see ‘Perception’, below). For example,
military snipers wear ghillie suits (textured and camouflaged clothing that
resembles grass) so that they do not stand out in contrast to their
surroundings. Strategies for reducing conspicuity are shown in Figure 7.

« Divide — by creating alternative competing sources of conspicuity, thus
reducing the attention that can be paid to any individual source. For example,
during the Cuban Missile Crisis, the Russians unloaded equipment at eleven
different ports simultaneously, thereby dividing American surveillance
efforts(“Soviet Deception in The Cuban Missile Crisis,”).

+ Misdirect — via seduction of the target’s sensors away from one source of
conspicuity through the presentation of an alternative, stronger source of
conspicuity. Note that the term ‘misdirection’ is something of a misnomer, as
all misdirection comprises the direction of a target’s attention. For example, a
pickpocket firmly squeezes his ‘mark’ on the shoulder while asking him a
question, to direct the mark’s attention towards this area and away from
having his trouser pocket ‘dipped’. The term misdirection also covers a range
of other strategies beyond spatial direction of attention (i.e. where you look)
and pages 34-36 present a range of different types of misdirection. The term
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can also be applied to any activity conducted to prevent a target from
understanding how an effect was achieved.

+ Plant — information that we wish a target to attend to can also be planted in
advance in locations where it is known the target will look in the future. For
example, it may be possible to prompt a target’s awareness of an information
gap in their understanding, thereby leading them to search for the missing
information in the location where it has been placed. By proactively searching
for and discovering the information rather than having been fed it directly, a
target will be more inclined to believe in its veracity.
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Principles for attenuating
conspicuity

Make object’s or action’s properties less intense
Consider as many properties of the object or action as possible.

For each conspicuous property, seek to make it weaker, less significant, or less
noticeable; or find ways to blend the property with other properties, or into the
background.

Ensure congruence and logic of position

Think carefully about where an object is located or where action takes place.
Does it make sense regards both its (real and apparent) form and function?

Is the object or action congruent with the environment and the other objects or
actions around it? Do they make sense when taken together?

Ensure typicality and plausibility of size

The object or action should appear to be of ‘normal’ size, shape and dimensions.
It should therefore appear to be fairly typical example of such an object or action.
If the object or action is more conspicuous because of increased size, then its
size should still appear to lie within plausible bounds.

Minimise movement

A general rule for minimising conspicuity is to keep movement to a minimum, as
movement is highly conspicuous and will usually draw a target’s attention. When
movement is required, seek to coincide its occurrence with lapses in the target’s
vigilance. Alternatively, seek to hide the movement within a larger non-suspicious
movement.

Reduce contrast

Consider how the object or action relates to its location and its background. Seek
to minimise the differences.

Consider all the object’s or action’s properties, and in particular study the
differences, boundaries and transitions between these properties and the object’s
or action’s location and background (e.g. how an object stands or sits on the
ground or on other objects; its edges; its colour, etc.; or how an action transitions
between phases).
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Minimise novelty

Seek to make the object or action look as uniform, regular and plain as possible.
It should appear ‘plain’ and ‘boring’.

In this respect, an object or action should not appear to be perfect or new and
should exhibit appropriate signs of aging, wear and weathering. Similarly, an
action should be mundane, routine and expected.

Manipulate repetition

Seek to minimise the number of exposures that the target has to the object or
action, as repeated exposure will make the object or action more conspicuous
(due to recognition).

However, repeated exposures will also desensitise the target to the object or
action, and eventually they will pay it less attention.

Justify the absence of conspicuity

Lack of naturally occurring conspicuity can, itself, prove conspicuous. When there
is an absence of natural conspicuity, seek to either fill in or simulate the missing
conspicuity; or make the reasons for such absence clear, obvious and logical to
an observer (such that they have no need to seek an explanation).
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Forms of misdirection

Spatial

Where the target looks.

The goal of spatial misdirection is to get the target to look in a particular attention,
typically to take their attention away from another location.

Example: Pointing to an object.

Temporal

When the target looks.

Temporal misdirection involves affecting when the target looks at a particular
location. Typically, temporal misdirection is synchronised with the occurrence of
an activity that you do not want the target to attend to.

Example: Creating visual noise in one location to take attention away from
another source of visual noise.

Focal

How the target looks.

Focal misdirection involves affecting how the target looks. This may involve
affecting the choice of sensor systems they deploy, how that sensor is used, or
how that sensor is focussed.

Example: Forcing the target to focus on a near object so that they cannot focus
on a far object.

Perceptual

What the target attends to, doesn’t attend to, attention blindness and
perceptual hallucination.

Various different forms of perceptual manipulation can affect what the target
attends to (or doesn't) in their environment. For example, different forms of visual
illusion can render objects invisible (for example, through blending). targets can
also be led to attend to things that are not physically present in the environment
(for example, through the use of psychological suggestion).

Example: Miming the presence of an object so that the target looks in this
direction (and possibly perceives the object as being present).
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In-Transit Action

The big move covers the little move.

In-Transit Action involves hiding the occurrence of one action within another more
conspicuous action. The smaller action goes unnoticed as the target’s attention is
focussed on the larger action.

Example: Creating lots of noise and activity around an object so that its removal
is not detected by the target.

Social

We look where other people look.

Human attentional systems are hard-wired to respond to social cues. We
subconsciously pick up on where other people are directing their sensors, infer
that there must be something interesting happening there, and so point our own
sensors in the same direction (we want to find-out what they’re interested so in).
Example: Having a crowd congregating in one location and apparently reacting to
an event in order to lead a target to similarly attend to this location.

Linguistic

Referential, mislabelling, miscalling, re-framing.

The communication we receive affects our mental model of the world, which in
turn affects what we notice and attend to.

Example: Labelling your activity one thing, while actually performing another.

Memory

Attention in the past.

When we recall an event, we do not start at the end and work backwards in time.
Rather, we pick a point in the past, and play the event forward. The point at which
an event is recalled can be affected through the use of conspicuity, framing and
suggestion.

Example: Incorrectly informing the target of a false time when you claim to be
starting an activity.
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6BM: Perception

Y

—>| Perception [=>

Figure 7 - Perception in the 6BM

What features do my sensors detect?

Perception is the process of interpreting sensory information to understand the
features present in the environment. Perception is not merely the passive receipt
of these signals, but is shaped by learning, memory, and expectation (Bernstein,
2010; Gregory & Zangwill, 1987). Perception involves both ‘top-down’ effects as
well as a ‘bottom-up’ process of processing sensory input (Gregory & Zangwill,
1987, pp. 598-601). Our brain’s interpretation of sensory inputs is prone to error,
and the perception derived from every primary sense can be fooled.

For example, our sight can easily be fooled into perceiving movement from a
static image (Kitaoka, 2004), into seeing things in front of our eyes that are not
actually there (in effect, experiencing a micro-hallucination)(Tangen, Murphy, &
Thompson, 2011), and into not seeing things that are present within out visual
field (Chabris & Simons, 2010). Our hearing can be fooled into perceiving an ever
rising or ever descending tone, that in fact comprises a short repeated loop of
evolving chords (Shepard, 1964). Our sense of touch can be fooled into
perceiving pain by simultaneously experiencing lukewarm and cool temperatures
in close physical proximity (e.g. Craig & Bushnell, 1994; Thunberg, 1896). Our
taste perception can be fooled by substances that change our perception of sour
tastes into sweet (Theerasilp & Kurihara, 1988), by scent and associated
contextual volatiles (Tieman, Zeigler, Schmelz, Taylor, Bliss, Kirst, & Klee, 2006),
and also by the audio we are listening to while tasting (Barnett-Cowan, 2010). And
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our ability to smell can be manipulated through the verbal labelling of what we are
smelling (Herz & von Clef, 2001). Other human senses can also be manipulated
and fooled, such as our sense of proprioception (knowing where our body is in
space)(Botvinick & Cohen, 1998) and also our perception of time (Kuhn & Findlay,
2010; Macknik & Martinez-Conde, 2004; Wada, Masuda, & Noguchi, 2005).

The most important thing to note about all these kinds of illusions is that they are
not phenomena that occur exclusively in the laboratory using special stimuli; they
occur in the ‘real world’, and are open to being deliberately invoked and exploited.

Barton Whaley (1928-2013) was a military deception practitioner, theorist, teacher
and author. In a 1982 book co-authored with J. Bowyer-Bell, he published his
taxonomy of deception strategies that has since been applied widely to analyse
and describe deception in a range of different environments, including cyber.

Whaley applies his taxonomy to the entire act of deceiving. However, as the
strategies involved are based on the acts of ‘hiding’ and ‘showing’, they feature in
the Six Block Model (6BM) as strategies for manipulating Perception.

Whaley’s taxonomy comprises two different classes of strategy: hiding things that
are real, and showing things that are false. Each class has three associated
strategies.

Whaley’s strategies comprise:

+ Hiding the real (dissimulation), via: masking (putting something between
the target and the object, or making the object resemble and blend into its
background); repackaging (wrapping the object in other signifier cues); and
dazzling (breaking up the object’s pattern of cues).

+ Showing the false (simulation), via: mimicking (making the object resemble
something else by adopting its cues); inventing (creating an alternative object
from scratch) and decoying (creating a competing target object with a greater
source of conspicuity).

Note also that the term ‘object’ is used here in a highly generalised sense; these
strategies in reality can be applied to stimuli that are discernible across all senses
(e.g. one might mask a scent, or repackage a sound). Whaley also states
explicitly that a single case of deception may involve multiple strategies operating
in concert, including hiding and showing strategies operating simultaneously.
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6BM: Sensemaking

—>| Sensemaking —>

Figure 8 - Sensemaking in the 6BM

What’s going on, and what should | do about it?

A schematic depicting the process of pattern matching is shown in Figure 10.
Klein, Moon, and Hoffman (Klein, Moon, & Hoffman, 2006a, 2006b) suggest that
people make sense of their experience through a process of pattern matching.
Pattern-matching can be either a subconscious, or a conscious and deliberative
activity that enables people to make sense of their world. Humans learn by
mentally creating patterns (characteristic associations, or ‘frames’, which may
comprise stories, maps, organizational diagrams, or scripts) among objects,
properties, behaviours, and causes and effects (the ‘data’ perceived from the
environment). Consequently, these patterns are stored as mental models, and are
employed as templates against which to compare our perception of real world
features. Our ‘pattern library’ is thus our experience. When we see characteristic
collections of cues that together we recognize, this triggers the activation of the
relevant pattern, which creates meaning and tells us the set of expectations and
actions that are appropriate for the situation at hand — a process known as
‘Recognition Primed Decision Making’ (Klein, Calderwood, & Clinton-Cirocco,
1986). The spectator’s expectations about what will happen in the environment
then in turn direct their attention and ongoing collection of additional
environmental data. Frames therefore determine what counts as data (i.e. which
data are noticed or searched for) while at the same time, the perceived data
activate, shape or generate the frames themselves (we thus construct our frames
based on previously experienced data relationships). Our experience of what
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goals to formulate, and what associated actions to take in a given recognised
situation then forms the basis for generating a course of action. This process is
depicted in Figure 9.

Expectations

Actions

Figure 9 - Experiential Pattern Matching as Part of Sensemaking

Our desire to identify patterns is inbuilt and extremely powerful. We will even spot
patterns when none are present (a phenomenon known as pareidolia, that
includes, for example, seeing faces in clouds); and we are involuntarily motivated
to auto-complete incomplete patterns, filling-in any gaps with our assumptions
and expectations (Hoffman & Fiore, 2007).

The timeline against which cues are detected itself forms an integral component
of the patterns we detect. Indeed, if cues are detected in a manner that is
temporally incongruous, this may trigger a search for deeper understanding,
potentially leading to the discovery of deceptive action. For example, if somebody
you are conversing with online replies with large quantities of text almost
instantaneously, it might arouse your suspicion that the person is cutting and
pasting large blocks of pre-defined text, or potentially, that they are not a person,
but an automated ‘bot’.

The basis of all structural deception (that is, deception that relies on the
arrangement of and relations between the parts or elements of a complex whole)
lies in the manipulation of a target’s sensemaking process. Strategies for affecting
sensemaking include:
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+  Exploiting the target’s prior beliefs via manipulation of patterns that are
familiar to the target (and that they therefore will be vulnerable to
recognising).

+  Building erroneous experiential patterns in the head of a target, through
repetition, conditioning, and the portrayal of false cause and effect.

+ Leading a target to make erroneous assumptions, by encouraging them to
auto-fill the gaps in a pattern.

+ Increasing a target’s belief in the validity of pattern they have detected by
making them invest mental effort to build it (for example, by forcing them to
assemble pattern fragments located in different places against a disjointed
temporal base).

*  Prompting the target to engage in search behaviours by creating ambiguous
or uncertain patterns, and exploiting this by planting information in the
locations where it is anticipated the target will search. Any suspicion of
deception on the part of the target can also be anticipated and countered in
this manner.

«  Creating surprise by violating the target’s patterns and expectations.

«  Creating different partial patterns in the heads of difference target audiences,
who will then fit cues perceived by both to complete these patterns, thereby
arriving at different meanings based around the common indicator. Making
sense of the same thing in different ways is known as the ‘Rashomon
Principle’. The principle is named after a 1950 film called ‘Rashomon’ by the
Japanese director Akira Kurosawa, where in ancient Japan, a woman is raped
and her husband killed. The film gives us four viewpoints of the incident — one
for each defendant — each revealing a different interpretation of the same
events. The principle is also referred to by magicians as ‘dual reality’, in
which different spectators involved in a magic effect assume that everybody is
witnessing the same effect, but in actuality different spectators are arriving at
different meanings.

The difference between perception and sensemaking. It is important that the
difference between perception and sensemaking is understood during the
analysis or planning of all deceptive action. In simple terms, perception is about
collecting data (on what we see, hear, etc.). Sensemaking is about deductions
(putting the pieces together, working things out, arriving at an understanding and
then deciding what to do about it).

Mental simulation. Central to the process of sensemaking is mental simulation,
during which we play-out a possible or anticipated future in our head, much like
playing a film-clip. In German, the term ‘Kopfkino’ is used to describe this
process, which translates literally in English to ‘head cinema’.

Pattern recognition and mental simulation give rise to two outputs that in turn
affect other psychological processes: expectations and emotion.
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6BM: Expectations

Expectations

Figure 10 - Expectations in the 6BM

Expectations are beliefs about, and anticipations of the future, their formation
based on pattern recognition and mental simulation. Our expectations are
founded on our situational recognition, and on episodic memory of past similar
situations (Szpunar & McDermott, 2008). Expectations are both a product of
sensemaking, and in-turn impact on other psychological processes, including the
sensemaking process itself (Klein, Philips, Rall, & Peluso, 2007).

+ Expectations affect attention. We naturally direct our sensors towards
where we anticipate something interesting will occur.

+ Expectations affect perception. We are drawn towards subconsciously
fitting what we perceive to match our expectations, especially if we believe
something strongly enough. This tendency can be profound, and is open to
many forms of deception.

« Expectations affect sensemaking. We are inclined to pay more attention to,
and to believe more readily, information that aligns with our expectations than
information that goes against them.

Expectations are extremely powerful, and have the potential to alter significantly
what we experience, and the sense we make about the world around us, (for
example, see: Plassmann, O’Doherty, Shiv, & Rangel, 2008). They can even
counteract physiological limits within the human body (Langer, Djikic, Pirson,
Madenci, & Donohue, 2010). Manipulating a target’s expectations about the world
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is thus fundamental to leading them to believe strongly in the ‘alternate reality’ you
are seeking to formulate in their head.

Expectations can also be created in the head of a target, for example, by
conditioning through repetition, or through the portrayal of false causality. And if a
target’s expectations are known or can be deduced (either because they have
been created by the deceiver, or because of the environment in which the target
is operating) then the deceiver may violate these expectations by doing
something that is unexpected, catching the target off-guard and creating surprise.
Violation of expectations is central to various domains of deceptive practice,
including military deception (for example, leading the enemy to believe you are
going to attack from one direction when you in fact attack from another) and also
sport (for example, using the quarterback as a receiver in American Football).
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6BM: Emotions

Emotion

2

Figure 11 - Emotion in the 6BM

How do | feel about the situation?

Emotions are both a by-product of sensemaking, and they also shape the
sensemaking process itself, directing patterns of thought, affecting risk perception,
and modifying our preferences for different potential outcomes

Emotions are an affective state of consciousness, in which mental agitation is
often accompanied by physiological changes (such as increased heart rate or
respiration, or an overt manifestation, such as smiling, laughing, crying or
shaking). Emotions are a by-product of sensemaking, in which individuals both
consciously and unconsciously evaluate external stimuli or mental representations
in terms of their perceived relevance for their current needs and goals, including
considerations of their ability to cope with consequences (Scherer, 2003).
However, emotions also shape the sensemaking process itself, directing patterns
of thought, affecting risk perception, and modifying our preferences for different
potential outcomes. For example, experiencing anger and sadness has been
shown to increase risk-seeking behaviours (Lerner & Keltner, 2001; Raghunathan
& Pham, 1999); positive affect, as well as fear and anxiety tend to give rise to
risk-averse choices (Isen, Nygren, & Ashby, 1988; Lerner & Keltner, 2001; Lerner
& Tiedens, 2006). People with high levels of emotional intelligence are more
likely to be overconfident in assessing emotion-laden situations, and are thus,
paradoxically, more vulnerable to being deceived than people with low emotional
intelligence (Baker, ten Brinke, & Porter, 2012).

Janis and Mann (Janis & Mann, 1977) also identified how errors in sensemaking
and decision making can occur as a result of heightened emotions. They
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identified that people in a state of ‘hypervigilance’ (a state of heightened vigilance
resulting from stress) will be indiscriminately open to all information available,
being unable to discriminate relevant from irrelevant.

Both positive emotions (happiness, excitement, joy, love, etc.) and negative
emotions (anger, surprise, fear) affect sensemaking in similar ways. When we
experience high levels of emotion, we tend to:

+  Fixate on short-term, repetitive thought patterns (for example, replaying
repeatedly what some apparently forthcoming money will be spent on).

« Narrow our span of attention (we may lessen our attention; or, if stressed,
may increase the focus of our attention, but on fewer stimuli).

+  Become less critical, and more vulnerable to deception (if part of our cognitive
resources are given over to managing our emotions, we have less resource
available for thinking critically about the situation at hand).

«  High emotional states also lead people to simplify their pattern-matching
process, choosing simple patterns over complex ones, or foreclosing their
interpretation of a pattern (i.e. they come to an early conclusion as to what the
set of cues means).

While something of a simplification, for present purposes it is useful to
differentiate between negative emotions referred to here as ‘stress’, and positive
emotions referred to here as ‘arousal’:

«  Stress can arise from physiological causes that affect the body physically
(such as extremes of heat, cold, noise, pain, etc.), emotive causes (such as
shock, surprise, fear, etc.), and cognitive causes (such as information
overload, rapidly changing information, incomplete information; uncertain or
ambiguous information; missing information; time pressure; etc.).

« Arousal is a heightened emotional state derived from receiving pleasure, or
from the anticipation of receiving pleasure. For example, a target may
become aroused at the prospect of receiving money, love, sex, security,
health, etc.

Finally, emotion may be a critical cue that convinces a target to accept a larger
pattern — for example, during a change raising confidence trick, if you (really) had
been handed too little change back during a financial transaction you would
naturally be expected to exhibit signs of distress and protestation. Without the
presence of such cues, your claims might not be believed. The six-block
framework explicitly includes emotion as a fundamental building block of
deception, and it must be considered in the design of all deceptive action. Such
phenomena give rise to The Paper Moon Principle, named after a scene in the
1973 film directed by Peter Bogdanovich in which a young girl participates in a
scam and uses her own emotion to put her deception target under duress:

The Paper Moon Principle
A target’s sensemaking can be fooled using a simpler or lower-resolution
pattern, if the target is in a heightened emotional state.
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6BM: Behaviour
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Figure 12 - Behaviour in the 6BM

What action should | take — and what action do | think |
am taking?

Behaviour comprises voluntary and involuntary actions and communications
generated in response to both environmental and internal stimuli. Behavioural
intent is derived by the sensemaking process, through the pattern-based
triggering of appropriate behaviours for recognised situations. Once a target has
been induced into making erroneous sense of the situation, they should
(hopefully) engage in the desired behaviour. However, there exists a range of
additional opportunities for adding further layers of deception, by affecting the
target’s understanding of their own behaviour. Strategies include:

+ Simulating behavioural conduct by influencing the target to believe they
are engaged in their intended behaviour and that they are thus making
progress towards their intended goals, when in fact they are not. For
example, moving a detected cyber attacker into a sandbox (i.e. a virtual
computer system running inside another computer) where their actions will
cause no harm to the real system, but where they can be studied by the
defender. So far as the attacker is concerned, they are conducting real
actions against a real system.

« Dissimulating behavioural conduct via hiding or disguising the target’s real
actions from them. For example, sending a target an email stating that they
were not in when a delivery was attempted, and inviting them to click a link to
arrange re-delivery. The link in reality takes them to site which will
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automatically install malware on their computer. In this case, the real action
that the target is taking (installing malware) is not known to them.

« Simulating behavioural outcomes through hiding or disguising the real
impact of the target’s actions, leading them to cease pursuing goals as they
believe they have already been accomplished. For example, in the early
1990s during the Balkans conflict, Serbian decoy aircraft built from wood
would be packed with fuel canisters, so that if bombed they would display a
realistic outcome of that behaviour (i.e. explode in a fireball).

+ Dissimulating behavioural outcomes by means of hiding or disguising the
real impact of the target’s actions from them, leading them to continue
pursuing goals they have already met. For example, many Slot Machine
designs have moved to only accepting payment via credit card. This means
that the person playing them cannot see how much money they have spent,
or if they have hit or exceeded their pre-determined budget.

+  Time-shifting behaviour by influencing the target to believe that the action
they are engaged in is occurring at a time that is different to reality. For
example, as part of the Stuxnet attack on Iranian nuclear enrichment, a worm
was introduced into the computer control systems that recorded real
operational data, and later replayed this same data to operators as the
centrifuges were made to spin out of control.

+ Constraining behaviour through influencing the target to believe they have
freedom of action when in fact their behaviour is being constrained to a
limited subset of available actions, as a result of invisible limits placed on
them. For example, when a magician demonstrates on stage that a box is
solid, he will hit it in various places with a stick so the audience can hear the
solid sound it makes. He will then invite a spectator onto the stage to inspect
the box for themselves. In doing so, the magician will give the stick to the
spectator, which immediately constrains their behaviour to a similar mode of
inspection. In doing so, the spectator will not inspect the bottom of the box,
which has a swinging flap enabling access to a stage trapdoor.

+ Channelling behaviour by influencing or funnelling the target to direct their
behaviour in a given direction or towards a particular outcome, without their
awareness. For example, an online greetings card site will allow a user to
select a card design, then personalise it terms of the graphics, add a
message, then add the recipients email address, then add the sender’s email
address, and then, having moved the user through this series of stages, will
inform them that the card has not yet been sent, as the user first needs to
purchase a subscription to the site. Having made this prior series of
commitments, the user is more likely to sign-up than to waste of their previous
effort.

+ Divorcing behaviour from outcome by hiding or obfuscating the causality
between a target’s actions and its outcomes. For example, climate change
deniers will seek to divorce human behaviour from resultant global rises in
temperate, suggesting a range of other causes, highlighting that the
perception of a temperature rise is inaccurate, or suggesting that the data is
not yet sufficient to be able to draw any meaningful conclusions.
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6BM: The Real World

Real
World
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Figure 13 - The Real World in the 6BM

The final component of the 6BM is the Real World. The Real World is defined as
follows:

Real World
Everything that exists outside of your head that is potentially accessible to
others.

The Real World therefore comprises everything that does not exist as an
internalized process of thought. All actions occur within, and in some manner
therefore impact upon, the Real World. Importantly, within this context, cyber is
considered to be part of the Real World, as all actions conducted within cyber can
potentially be accessed by others.

The Real World contains the cues that we attend to and perceive, that inform our
sensemaking. Our resultant behaviour in turn interacts with and impact upon this
same externalized Real World. The 6BM therefore comprises a continuous
feedback loop between the externalized Real World, our internalized
understanding of it, and the actions we take that impact upon it.
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A note on deception and culture

Do people from different cultures think about the world in fundamentally different
ways and, if so, are different approaches required to deceive them? This is an
important question, as it addresses directly the way in which targets formulate and
recognise patterns. Two alternative broad schools of thought exist as to the
relationship between sensemaking and cognition. The debate focuses primarily
on the way in which humans seek to ‘categorise’ features in the world, the
language they use for describing categorisations, and whether such
categorisation has an impact on sensemaking processes.

A broad view from both evolutionary psychology and cognitive science is to
assume that all appreciable human characteristics are ‘hard wired’ and, thus, all
humans generally employ the same basic level categories to make sense of their
world (Pinker, 2003). This view postulates that everyone, regardless of their
cultural background, uses similar classification categories as a result of being
exposed to the same structural features in the world, and thus goes about making
sense of the world in the same way. Much empirical research has borne this idea
out (Boster & d’Andrade, 1989; Malt, 1995) and evidence also suggests that this
common approach to thinking can be ‘fooled’ consistently across cultures
(Henderson, Pascual, Outteridge, Cowx, Helman, & Lambillion, 2007). For
example, a conjuring trick that makes an object disappear from somebody’s hand
can be transferred to any culture, irrespective of how somebody classifies the
object that is vanished (although the vanish itself may be classified as a magic
trick, or as supernatural act, etc., depending on culture). As a further example,
the same methods employed to con people out of their money or possessions are
seen in many different cultures around the world, although the value placed upon
this act of deception (the seriousness, etc.) may differ between cultures (Haithem,
Ayisi, & El-Hedhli, 2014).

An alternative view is that people from different cultures categorise things in
fundamentally different ways, and thus go about making sense of the world
differently. Much of this thinking is associated with the study of linguistics, and the
emergent view that different patterns of language yield different patterns of
thought. Cultural differences have been found in the language (and approaches to
thinking) associated with time, space, objects, relationships, events, shapes,
numbers, colours, etc. For example, according to Boroditsky (Boroditsky, 2003),
English distinguishes between putting things into containers (e.g. ‘the apple in the
bowl’, ‘the letter in the envelope’) and putting things onto surfaces (e.g. ‘the apple
on the table’, ‘the magnet on the refrigerator door’). Cross-cutting this
containment/support distinction, Korean distinguishes between tight and loose fit
or attachment. For example, putting an apple in a bowl requires a different
relational term (“nehta”) than putting a letter in an envelope (“kittaq”), because the
first is an example of loose containment and the second an example of tight fit.
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Furthermore, putting a letter in an envelope and putting a magnet on the
refrigerator are both described by “kitta” because both involve a close fit.

Nisbett (Nisbett, 2004) has taken such work further, and has gathered evidence
that suggests that those brought up in Western and non-Western cultures think
differently from one another in scientifically measurable ways (much of Nisbett’s
data comes from measuring reaction times in recalling previously shown objects).
For example, Nisbett purports that Chinese, Korean, Japanese and other Asian
cultures are measurably more holistic in their perceptions (taking in whole scenes
rather than a few stand-out objects). Westerners, or those brought up in Northern
European and Anglo-Saxon-descended cultures, have a “tunnel-vision perceptual
style” that focuses much more on identifying what’s prominent in certain scenes
and remembering it.

Culture is a complex and contentious topic, and there is no single set of
prescriptive guidance that can be provided. However, the key cultural issues for
deception planners to bear in mind are:

« All humans possess the faculties of attention, perception, sensemaking,
expectations and behaviour, and such processes can be fooled irrespective of
culture.

+  The planning process used for thinking through a deception activity (the
Deception Seven Questions — see p.67) can be applied generically to a target
from any cultural background.

« The content and delivery mechanism of the deception activity are culturally
dependent, and must reflect the cultural characteristics of the target. Beliefs,
expectations, stories, patterns, cues, emotions, technologies and channels
are all grounded in culture, and cultural relevance and meaning is critical to
successful deception that exploits these features.

«  Culture is potentially exploitable (both by the deception planner, and by the
adversary). Indeed, it may be worth considering the feasibility of operating
outside of the adversary’s culture and associated thought processes, if this
approach can be used to gain advantage and help facilitate deception.

For a good review of culture and deception, the reader is referred to work by
Gerwehr (Gerwehr, 2006), and Bennett and Waltz(Bennett & Waltz, 2007, pp.
210-212) provide an excellent analysis of the competencies required for cultural
awareness (while presented in the context of counter-deception, such
competencies are also invaluable to the planner seeking to conduct deception
against targets from other cultures).
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Applications of the 6BM

The structure of the 6BM can be used be used for a variety of purposes,
including:

+ Description — The 6BM can be used to structure an account of a case of
deception, by identifying the psychological processes that were targeted, and
the strategies (or gambits) by which these processes have been manipulated.
The 6BM thereby provide a rich language for describing deception.

+ Analysis — The 6BM structure can support the systematic analysis of past
(retrospective), current (ongoing), or future (prospective) cases of deception
to support insight, learning and communication. The 6BM can also potentially
be used as graphic primer for representing a case of deception via a
hierarchical decomposition of the activity and codification of inherent gambit
use (see later).

+ Target Audience Analysis — The 6BM can support a structured consideration
of a target’s 6BM activities and state. The structure can thus help identify
critical information requirements for understanding potential leverage points,
and information about the target can be grouped against the 6BM to inform
the planning of deceptive action.

+ Planning and design — The 6BM can also provide a structure for supporting
the conceptualisation and design of deceptive action, working through the
model backwards, from behaviour to attention. The structure can also prompt
associated generative questions, such as ‘What do | want the target to do,
and why?’ for behaviour, and ‘What pattern(s) does the target need to
recognise to formulate the belief necessary to engage in the desired
behaviour?’, etc., working back to questions about attention. For each block
of the 6BM, the process of answering the question can potentially be enabled
by the block’s associated gambits. This process could also be applied to
enhance the design of more engaging deceptive activities — such as stories,
scripts, games, puzzles, mysteries, environments or products that confound,
surprise, fool and delight those who encounter them.

+  Communication — The 6BM, when worked-through back-to-front, also
provides a systematic and logical structure for explaining or briefing a
deceptive course of action to others.

+  Counter-deception — The 6BM provides a structure for enhancing self-
awareness, and critiquing the processes that one (or, at a larger level, one’s
organisation) is employing (usually automatically, and without conscious
awareness) to make sense of the world and generate action. In this
application of the 6BM, awareness is raised and attention drawn to assessing
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the states and activities of each process within the 6BM using a generative
question set. For example: “Where am | attending (i.e. pointing my sensors)
and why? Has my attention be attracted through conspicuity, directed by
saliency, or directed because of my expectations? Where am | not attending,
and why?”, etc.

+ Training — The 6BM provides a systematic and logical structure for the
delivery of deception education and training, and together with educational
components can provide a foundation for enhancing counter-deception
competency (including the detection and management of deception), or
competency in the development and execution of deceptive action for those
that have a professional requirement to deceive others (such as the military,
law enforcement agencies, or intelligence and security organisations).

« Software support — The 6BM also has the potential to inform the
development of software to support deception-related activity, such as
provision of support to the conceptualisation of deceptive action and
deception planning, structuring the management and evaluation of potentially
deceptive evidence, supporting the critiquing process required for counter-
deception, enabling deception analytics, and guiding the briefing and
communication of deceptive intent.

The 6BM Universal Question Set

As indicated, the 6BM can support a variety of different applications. Central to
thinking about deception in each of these applications is asking the right kinds of
questions. The applications each involve a different locus of consideration, and a
different timeframe, which themselves change a core set of questions based upon
the different components of the 6BM. A summary of the different question sets is
shown in Figure 14. Reading across the table for a given building block of the
6BM, it is possible to see how the focus and timeframe modifies the question in
support of the desired application.

The 6BM is a generic structure that can be used to understand deception in any
domain in which occurs. And while the model leans towards human structural
deception, it can also be used to explore other forms of deception in both human
and non-human domains. Some examples are now explored over the page.

© Artifice Ltd, 2019. Not to be reproduced without permission Page 43



For educational use only

Application Target Analysis Planning Counter-Deception
Focus Target Target Self
Timeframe Current Future Current
Attention | VWherRls the jarget I \ e 0 ook I \ Where am | looking?
S— s:i?:;::s:zme:s:%:z,l ‘ ot ne I ‘ ot s
notice? and not see/notice? g:

What do | want the
target to believe is
happening?

What does the target
believe is happening?

What does this mean /

Sensemaking What do | believe?

Expectations What :ac:) :Dzhr:gk will

What does the target \t’\;?;;tdtc:) Itmitvtv?ﬁ
think will happen? happen?

Emotions

Behaviour

What are the target’s
feelings?

|

How do | want the
target to feel?

How do | feel?

What is the target What do | want the :
doing? ‘ | target to do? ‘ | What am | doing?

Figure 14 - The 6BM Universal Question Set
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Using the 6BM for understanding interpersonal
deceptive communication

The terms ‘lying’ and ‘deception’ often are used interchangeably, especially in the
context of ‘deception detection’ referring to the detection of lying (e.g. see:
Ben-Shakhar & Elaad, 2003; Granhag & Stréomwall, 2004; Granhag, Vrij, &
Verschuere, 2015; Leal, Vrij, Nahari, & Mann, 2016; Millen, Hope, Hillstrom, & Vrij,
2016; Tyler, Feldman, & Reichert, 2006). Indeed, an entire conference on the
topic of ‘deception’ primarily featured presentations about lie-detection (University
of Cambridge, 2015).

While the field of lying and lie-detection is undoubtedly a valid and important field
of research with the potential to support both the public and many different
organisations, it forms but one small subset of the field of deception research.
Indeed, it is suggested that lying provides an impoverished paradigm for the study
and understanding of deception more broadly, as the paradigm is not
transportable to other domains, is not scalable from individual to organisation, and
is not generative. Furthermore, some philosophers suggest that lying and
deception are two entirely different phenomena, as lying depends on making false
statements, and while deception may be founded on making true statements, it
does not actually require any statements to be made at all (Carson, 2009, p. 179).
To further exemplify this differentiation, one might consider what studies of lying
have (if anything) to contribute to an understanding of animal deception, to
explaining the basis by which a magic effect fools an audience, and to teasing
apart the strategies involved in one military force deceiving another as to the
timing and location of its attack?

How then does the 6BM relate to lying as a subset of deception? It is suggested
that the following features of the 6BM can support an enhanced understanding of
lying phenomena:

« ltis proposed that the definition of deception offered in this paper holds true
for lying. Thatis, lying is intended to shape a target’s behaviour by
manipulating their sensemaking about the real world, in order that the liar
gains advantage.

«  The different components of the 6BM help explain the target’s mental
processes that are being manipulated. For example, while the target will be
attending to the interviewee’s (or speaker’s) statements, the interviewee may
seek to draw attention to particular parts of their story, and seek to avoid
attention being paid to other parts. Clues may be communicated by the
interviewee that are intended to be pieced together over time (potentially,
across multiple interviews) via the target’s sensemaking process. And finally,
the interviewee may be seeking to manipulate both the target’s expectations
(that may shape their subsequent questioning strategy) and the target’s
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emotional reaction to their understanding of the interviewee’s credibility (i.e.
they may be trying to avoid the interviewer becoming excited, angry,
suspicious, etc., and instead try to influence them to feel happy, liked, trusted,
etc.).

+  The 6BM can provide an analytical framework in which contextual, physical,
and other relevant information/evidence from a situation of interest can be
managed integrated with information supplied by the interviewee. The
consistent framework of the 6BM can thus draw together diverse sets of
information and evidence in different formats from different sources.

+  The generative question set for supporting counter-deception could be
applied to critique and identify how an interviewee may be seeking to deceive
through lying.

Summary

The 6BM framework comprises a simplified representation of six core
psychological processes that all humans, irrespective of culture, use to make
sense of the world and generate action. In this sense, the framework is not
specific to the study of deception; however, it provides a useful and actionable
structure for both explaining and designing deceptive action. The 6BM also
provides a structure that can be used for analysing the relationships among
analogous process in other entities, such as states, micro-organisms and
technology.

In reality, all the processes described in the 6BM operate simultaneously in one
complex and aggregate activity for making sense of the world and generating
action, known colloquially as ‘thinking’. Everything is connected to everything
else, and there is no real notion of ‘flow’ as portrayed. However, separation of the
processes into distinct elements provides the basis for a loose prescriptive
sequence of steps for understanding influence and deception activity.

The processes are proposed as being interdependent. Attention steers
perception, perception feeds sensemaking, sensemaking generates expectations
and emotions (outputs that in turn shape other processes) and sensemaking also
drives behaviour.

Each process can be targeted and influenced independently to achieve different
kinds of effect on the target’s thinking and behaviour. However, influencing
interdependent processes is contingent on influencing proceeding processes (i.e.
later processes can only be influenced by manipulating the earlier processes that
impact on them — for example, a target’s sensemaking can only be influenced by
first controlling the target’s attention, and then shaping its perception).
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Using this practical simplification of how our brains work it becomes possible to
re-examine our general understanding of a target and begin to draw out a more
nuanced set of questions for planning deception operations, analysing deception
activity, and detecting deception activity aimed towards us.
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CPD - Continuing
Professional Development
for deception practitioners

Introduction

In humans, deception is a deeply ingrained social-psychological strategy, the
purpose of which is to gain advantage for attacker and/or defender. The use of
deception can be found in fields as diverse as advertising and marketing, magic,
practical jokes, verbal and non-verbal communication, politics, social engineering,
the psychic industry, sport (both as a tactic, and as cheating), gambling,

financial fraud, and many other domains. In all of these domains the competitive
advantage belongs to actors who adopt an active stance towards both the threat
of deception and the opportunities that it offers. That said, (Whaley, 2006a)
argues that:

“Opportunities to gain experience in deception are limited... ...one
should not be surprised that so few people throughout history
manage to become an expert at the deception game... More can be
learned by studying better experienced deceivers.”

(Whaley, 20064, pp. 31-50)

In this spirit of learning from other deceivers, it is recommended that those
interested in developing their deceptive thinking skill should become more
hyperacuitive, noticing examples of when deception is present in their
environment, and seeking to understand and learn from such opportunities.

The frameworks in this handbook provide the scaffolding for building and
strengthening your understanding. It provides a structure for breaking deception
down into its building blocks, and a set of explanations for how deception is
enacted. This understanding can be applied to any environment in which
deception occurs.

Developing your influence and deception skills

To strengthen your deception skills, it is recommended that you seek every
opportunity to understand, spot and critique the use of:

The Six Block Model. Use the 6BM as a tool for deconstructing deception
into its constituent parts.
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Deception Gambits and Influence Strategies. See if you can find how these
strategies have been employed in the cases you are considering.

Spot and study influence and deception across multiple domains you
encounter. Do not limit your study to just your domain of practice. Make a
point of studying deception in other domains, including the wide range of
domains referenced in this handbook

Study expert influencers and deceivers in other domains. Make a point of
learning about the individuals who have become experts at deception. How
did they become so skilful? Where did they learn from? What did they read?
And who did they study?

Link theory to your practice of deception. As you build your theoretical
understanding of deception, seek to apply it to your professional practice.
Use the theory to guide your practice, and use your practice to expand and
develop your theory.

Summary

Opportunities to enhance your deceptive thinking are all around you, if you just
keep your eyes open. Next time you visit a supermarket, read an advertisement,
watch a politician being interviewed, observe a magic effect, or visit the zoo, take
the opportunity to enhance your understanding about deception.

Visit www.artifice.co.uk to explore our range of
professional courses that comprehensively support
deception and influence practitioners operating in
adversarial contexts.
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In conclusion

“If you can only be good at one thing, be good at lying... because if
you’re good at lying you’re good at everything.”
John Lefevre, Author of Straight to Hell

Handbook summary

In the introduction to this handbook, under the heading ‘An overview of the Artifice
System’, a general sequence for designing deceptive action was presented.

This handbook has presented a broad set of components that can be applied
following this sequence (or adapted and used as circumstances dictate) to design
sneakier, more systematic, more transparent and accountable, and overall more
professionally designed and executed deceptive action.

The components of the Artifice System are domain independent, target
independent, and are scalable from individuals to collective targets, and should
help practitioners across a broad variety of the operational domains and
challenges they face. It is intended that this handbook should support influence
and deception practitioners in designing better plans that they can explain more
clearly to their managers, helping to instil and inspire management confidence,
increasingly the likelihood of obtaining sign-off, and subsequently enabling the
execution of successful operations that achieve desired outcomes, while also
providing a wealth of auditable and accountable information to support broader
organisational learning.

Influence and deception operations are specialised, complex and potent activities
that can have far-reaching consequences. They have the potential to do
incredible good in the world, as well as incredible harm if they are not planned
and executed effectively. Such activities should therefore only be undertaken by
qualified, trained, self-aware and conscientious professionals operating within a
context of, and constrained by, organisational, legal and ethical oversight.

Post-note

The author of this handbook and Artifice Ltd would welcome feedback (both
positive and negative) on the utility of these ideas, and are available to consult on
their effective application. Should you have any feedback, questions or general
queries, please do not hesitate to contact the team at: enquiries @artifice.co.uk.
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